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(57) Abstract 

The device is primarily an anti*theft device or alarm for use in a vehicle and which can operate in a plurality of modes. The 
first mode may involve transmission of signals in the form of ultrasonic pulses from a transmitter (15) which are reflected from 
surfaces in the driver/passenger space (11) of the vehicle. The pulses are picked up by a receiver (IQ and a pattern of reflections 
(34) is formed for comparison with a reference (33) based on the current level of background noise and environmental conditions 
ir the space (II) and those associated with types of disturbance not intended to trigger an alarm. If an intrusion or disturbance 
- Its in the space which does not provide certainty that an alarm should be given, the device switches to a second mode where 
. J ransmitter (15) can transmit a continuous ultrasonic signal or a burst of ultrasound for a relatively long period. The reflected 
il is picked up by the receiver (16) and compared to a reference level based on the current level of background noise and en- 
vironmental conditions in the space (11) and those associated with types of disturbance not intended to trigger an alarm. If the 
reference level is exceeded an alann is triggered. A third mode can be provided where there is no continuous or burst trans- 
mission from the transmitter and the system becomes passive so that the receiver (16) can pick up noise of breaking glass (Fig. 5). 
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h DEVICE FOR AND METHOD OF SURVEILLANCE OF A SPACE 

The invention relates to a device for and method of 
t surveillance of a space and is particularly, but not 

exclusively, concerned with an anti-theft device for a 
motor vehicle. 

5 In particular/ the invention is concerned with a device 
which makes use of a transmitter for transmitting a 
signal into a space to be monitored, the signal being 
reflected from the space and picked up by a receiver. 
The reflected signal is then processed to provide a 

10 reference. Where there is an intrusion into the space, 
the subsequent reflected signal will deviate from the 
reference and provided that there is a significant 
difference between the two signals the device will 
provide an appropriate indication such as an audible 

15 and/or visible alarm or electrical signal. Insignificant 
differences such as would be created, for example, by 
environmental changes will not normally be sufficient to 
trigger the indication. 

In one type of prior system the signal is transmitted as 
20 a series of pulses which has a fairly low power 
^ consumption and enables moving objects to be detected. 

However, with such a system coverage is restricted to a 
defined area, it does not perform well where the space is 
defined by or includ s highly absorbent interiors, the 
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position of the transmitter and receiver is fairly 
critical for efficient operation, storing means fdr the 
reference requires a large amount of memory and it does 
not easily sense smaller and faster moving objects if 
5 environmental noise is significant. In another prior 
system, the signal is transmitted continuously and sets 
up a wave pattern in the space- With such a system there 
is a relatively greater coverage area, it is less 
sensitive to the nattire of the space itself and its 
10 contents and can provide reliable sensing of fast moving 
objects. However the continuous transmission consumes 
more energy than intermittent pulses. 

With prior art systems of either type, there are 
borderline areas where the system cannot differentiate 
15 between an intrusion which should trigger an alarm and a 
change which could be due to environmental variations. 
Increasing the sensitivity of the device can cause the 
device to be triggered by a change in temperature in the 
space, small moving objects such as flies and external 
20 noise. On the other hand, decreasing the sensitivity of 
the device renders the device incapable of sensing, say, 
the breaking of a window or the arm of an intruder 
reaching into the vehicle and stealing a small article. 



One object of the present invention is to provide an 
25 improved device which will assist in overcoming the 
aforementioned problems.. 
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According to one asp ct of the present invention there is 
provided a device for providing surveillance of a space 
comprising a transmitter and a receiver, the device being 
arranged to operate in a first mode in which the 

5 transmitter transmits a signal into the space which is 
reflected from a surface and picked up by the receiver, 
processing means for processing the received signal to 
provide a reference, comparator means for comparing a 
change in received signal with the reference and means 

10 for providing an indication when a significant change is 
detected, the device also being arranged to operate in a 
second mode in which the receiver picks up a different 
form of signal from the space for processing and 
comparison with a further reference such that where there 

15 is a change in the received signal which exceeds said 
further reference by a significant amount an indication 
will be given, a changeover from one mode to the other 
being effected when the said change in the one mode does 
not provide certainty that said indication should be 

20 given. 

Therefore a device in accordance with the invention is 
advantageous over those of the prior art as it will 
switch from one mode to the other at times of uncertainty 
over whether or not an indication should be given so as 
25 to provide a double ch ck on conditions in the space. 

In the second mode, the transmitter is preferably 
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arranged to transmit a different type of signal from that 
transmitted in the first mode. In that way the 
conditions in the space will be reflected differently to 
the receiver and so a borderline case of intrusion may 
5 show up more accurately as a result of one kind of 
transmission than under the other kind of transmission. 

In the first mode, the transmitter may transmit its 
signal as a series of pulses, e.g. ultrasonic pulses. 
The pulses can then be reflected and picked up as a 

10 series of pulses by the receiver and processed to produce 
a reflection pattern. Processing means for doing that 
may comprise a first element such as a filter having a 
long Ibime constant which will provide a reference pattern 
remaining substantially unaffected by sudden .changes 

15 taking place within the space, and a second element such 
as a filter having a considerably shorter time constant 
which will produce a pattern responsive to sudden changes 
affecting the space. In that way, the first element can 
set up a long term pattern corresponding to the long term 

20 conditions within the space created by, e.g., positioning 
of normal surfaces and environmental effects and will up- 
date automatically as environmental changes take place. 
^ On the other hand, the second element will provide, for 
example, a rapid indication of the presence of another 

25 stirface such as an intruder which will immediately affect 
the pattern processed by the second element so that when 
comparison is made with the reference pattern by a 
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detection algorithm a chang will be detected* 

When transmitting the pulses, the receiver will pick up 
not only reflections from the space but will also be 
directly mechanically coupled to a certain extent 
5 through components on which both the transmitter and 
receiver are mounted. Also there will also be a certain 
amount of acoustic coupling directly from the transmitter 
to the receiver. Therefore, in order to prevent the 
effects of acoustic and mechanical coupling from 

10 affecting the reflected energy it is preferable that the 
subsequent pattern is compared with the reference pattern 
after a time lapse has occurred from the transmitted 
pulse, said time lapse being sufficient for a directly 
coupled signal from the transmitter to the receiver 

15 substantially to cease. 

In accordance with a second aspect of the invention there 
is proposed a device for providing surveillance of a 
space comprising a transmitter for transmitting a signal 
as a series of pulses into the space, a receiver for 

20 receiving pulses reflected from a surface, processing 
means for processing the received signal to provide a 
reference pattern, comparator niaans for comparing the 
reference pattern with a subsequent pattern and means for 
providing an indication when a significant chang between 

25 the reference pattern and the subsequent pattern is 
detected, the subs quent pattern being compared with the 



rO»/»385 PCT/GB93/00598 

6 

reference pattern after a time lapse has occurred from 
the transmitted pulse, said time lapse being sufflci nt 
for a directly coupled signal from the transmitter to the 
receiver sxibstant ial ly to cease. 

5 Preferably the timing between transmitted pulses is 
selected by the device such that a subsequent pulse is 
transmitted after and close to a point at which 
fluctuations forming part of the pattern produced by 
reception of the immediately preceding pulse 
10 substantially cease or at a predetermined time. Ideally, 
the sxibsequent transmitted pulse is transmitted at a 
point as close as possible to the termination of a 
reflected signal sampling period resulting from 
transmission of a previous pulse. In that way minimum 

15 and optimum timing between transmitted pulses can be 
achieved. 

According to a third aspect of the invention there is 
provided a device for providing surveillance of a space 
comprising a transmitter for transmitting a signal as a 
20 series of pulses into the space, a receiver for receiving 
pulses reflected from a surface, processing means for 
processing the received signal to provide a reference 
pattern, the timing between transmitted pulses being 
sel ct d by th device such that a subsequent pulse is 
25 transmitted after and close to a point at which 
fluctuations forming part of the reference pattern 



produced by reception of th immediately preceding pulse 
substantially ceases or at a predetermined time 
thereafter. 

In the device according to the two immediately preceding 
5 paragraphs^ it is preferred that the processed signal 
from the receiver is initially monitored by sampling the 
reflected signal so that after each or a selected 
transmitted pulse a comparison of amplitude and pulse 
position in the resulting pattern is made and the time 

10 between samples can then be brought forward until such a 
time that the comparison detects an amplitude variation 
or gradient change in the pattern resulting from a 
pattern fluctuation whereupon the time period between the 
samples is set accordingly. This will normally be 

15 performed when the system is initially switched on or 
when it is necessary to reset the system so that it 
effectively "reads" the space conditions and gradually 
reduces the timing between samples until the minimum time 
gap is obtained and the highest resolution is achieved. 

20 In the second mode, the transmitter can be arranged to 
transmit its signal as a continuous signal or as a 
relatively long burst of predetermined duration which is 
reflected from a surface and picked up by the receiver 
foi;: processing to provide said further reference as a 

25 reference level, said comparator means being arranged to 
compare the rec iv d and processed signal with said 
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reference level . 

In the second mode, where the transmitter transmits its 
signal as a continuous signal or as a relatively long 
burst of predetermined duration, the frequency content of 
5 the amplitude modulated received signal or phase 
modulated received signal can be analysed to detect 
whether or not there has been any disturbance within the 
space* Moreover, the system can read the long term 
conditions within the space and detection algorithms can 
10 be adjusted to allow the device to accommodate different 
environmental conditions. This procedure will normally 
be carried out when the unit is initially switched on or 
when it is necessary to re-set the system. 

Where the transmitter transmits pulses in the first mode 
15 and transmits a continuous signal or a relatively long 
burst of predetermined duration in the second mode, a 
device in accordance with the invention brings together 
in a single system the advantages of the prior art using 
transmitted pulses and the prior art using continuous 

20 transmission. Therefore, where there is an intrusion 
into the space with the system in a pulse transmission 
mode but the system is unable to detect with certainty if 
an alarm should be given, the device will switch to the 
continuous or bxxrst transmitted signal mode so that the 

25 intrusion can be read using a different form of 
transmission. 
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As an alternative proposal, the rec iv r can become 
passive to rend r the device sensitive to a signal 
resulting from the sound of breaking or fracturing of 
brittle materials such as glass or high energy impacts on 
5 materials associated with the space* 

The passive mode of the system is most useful as it 
enables the sound of breaking glass to trigger an 
indication such as an alarm where the breaking of the 
glass does not provide sufficient certainty in either of 
10 the other modes that an indication should be given. 

According to a fourth aspect of the invention, a device 
for providing surveillance of a space comprises a 
transmitter and a receiver, the device being arranged to 
operate in a first mode in which the transmitter 

15 transmits a continuous signal or relatively long burst of 
a' predetermined duration into the space which is 
reflected from a surface and picked up by the receiver, 
processing means for processing the received signal to 
provide a reference, comparator means for comparing a 

20 change in received signal with the reference and means 
for providing an indication when a significant change is 
detected, the device also being arranged to operate in a 
second mode in which the transmitter transmits a signal 
as^a series of puis s which is reflected by a surface and 

25 picked up by the receiver from the space for processing 
and comparison with a further ref rence such that wh r. 
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there is a change in the received signal which exceeds 
said further reference by a significant amoun'): an 
indication will be given^ a changeover from one mode to 
the other being effected when the said change in the one 
5 mode does not provide certainty that said indication 
should be given. 

The device described in the above paragraph may also be 
arranged to be operable in a third mode in which no 
signal, or is transmitted by the trsinsmitter and the 
10 receiver becomes passive to render the device sensitive 
to a signal resulting from the sound of breaking or 
fracturing of brittle materials such as glass or high 
energy impacts on materials associated with the space. 



If desired a plurality of transmitters and a plurality of 
15 receivers can be provided. 

The system is ideally suited as an alarm system or anti- 
theft device for a motor vehicle. 

The invention also includes aspects relating to a method 
of providing surveillance of a space. 

20 According to a first method aspect there is provided a 
method of providing surveillance of a space comprising 
transmitting a signal into the space in a first mode for 
reflectionr from a *surf ace, receiving and processing the 
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reflected signal to provide a reference, comparing a 
subsequently received and processed signal with the 
reference and providing an indication when a significant 
change is detected and where said change does not provide 

5 certainty that said indication should be given the method 
includes selecting a second mode to cause a different 
form of signal to be transmitted, processing that signal 
to provide a further reference, comparing the received 
and processed signal with the further reference and 

10 providing an indication where the reference is exceeded 
by a significant amount. 

According to a second method aspect there is provided a 
method of providing surveillance of a space comprising 
transmitting a signal into the space in a first mode for 
15 reflection from a surface, receiving and processihg the 
reflected signal, to provide a reference, comparing a 
subsequently received and processed signal with the 
reference, providing an indication when a significant 
change is detected and creating a time lapse from 
20 cessation of the transmitted pulse to the time when a 
comparison with the reference pattern is made, said time 
lapse being sufficient for a directly coupled signal from 
the transmitter to the receiver substantially to cease. 

Agcording to a third method asp ct there is provided a 
25 method of providing surveillance of a spac comprising 
transmitting a signal into a space in a first mode for 
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reflection from a surface, receiving and processing the 
reflected signal , to provide a reference pattern, 
processing the reference pattern to establish a point at 
which the reflected signal diminishes below a 
5 predetermined level and transmitting a subsequent pulse 
close to or at a predetermined time after the point at 
which the reflected signal diminishes below the said 
predetermined level . 

I Advantages of the foregoing method aspects will be 
10 apparent from statements of advantage relating to aspects 
of the invention set concerned with the device. 

Fig.1 is a diagram depicting operation of one form of a 
pulse transmission prior device. 

Fig. 2 is a diagram depicting operation of a continuous or 
15 burst signal transmission device. 

Fig. 3 is a diagram depicting operation of a device in 
accordance with the present invention. 

Fig. 4 is a circuit block diagram showing the layout of a 
device in accordance with the invention, 

.20 Fig. 5 is a circuit block diagram for a- pulses 
transmission first mode of operation. 
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Fig. 6 is a graph illustrating the way in which an 
ultrasonic pulse can set up a simple reflected signal 
within a space. 

Fig. 7 is a graph showing a more complex reflected signal 
5 as would be expected within the driver /passenger 
compartment of a vehicle. 

Fig. 8 is a graph showing the way in which a time lapse is 
defined between trajismission of a pulse and the 
monitoring of the reflected signal, 

10 Fig. 9 is a graph showing the way in which the system, 
when setting up initially, gradually reduces the timing 
between samples to an optimum. 

Fig. 10 is a graph showing the relation between 
environmental noise and noise caused by, say, intrusion 
15 or the like which could give rise to an alarm condition, 

Fig.11 is a circuit block diagram for a continuous or 
burst transmission for the second mode of operation. 

Fig. 12 is a graph showing a steady state received signal 
in response to the continuous transmission, 

20 Fig. 13 is a series of graphs illustrating the processing 
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of received signals in the second mode of operation. 

Fig. 14 is a graph showing various curves relating to 
signals received in the second mode. 

Fig* 15 is a graphical representation of a sound pulse 
5 resulting from a glass window being broken, and 

Fig. 16 is a circuit block diagram for a passive mode of 
operation. 

With reference to Figs.1 and 2, current ant i -theft 
devices for use in vehicles and which use an ultrasonic 
10 transmitter signal use either the transmission of 
ultrasonic pulses PI as in Fig.1 from a transmitter T1 

(referred to herein as time domain) or use a continuously 
transmitted signal P2 as in Fig*2 from a transmitter T2 

(referred to herein as frequency domain)* 

15 A time domain operation as in. Fig.1 is suitable for 
sensing movements within a defined space in the vehicle 
but may not detect, for example, the insertion into the 
vehicle of an arm of an intruder and the removal of small 
objects where the intrusion is shielded by, for example , 

20 seating in the space. 

A frecpiency domain system as in Fig .2 is aimed primarily 
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at sensing fast movements within the vehicle and, 
therefore, may fail to sense accurately the gradual 
opening of a viindow or door and the gradual entry of an 
intruder into the vehicle. 

5 Neither domain is ideal for accurately detecting the 
breaking of a car window. 

In accordance with one aspect of the present invention it 
is proposed to provide a more accurate and ant i -theft 
device which combines at least one of the time domain TD 
10 and frequency domain FD modes with a passive mode PD. 
Fig. 3 shows a combination of all three modes. 

* 

In that way, the advantages of the time domain and/or 
frequency domain systems are present in a single anti- 
theft device with the additional advantage of glass 

15 breakage detection in the passive mode as will be 
described later. Moreover, in accordance with the 
present invention, it is proposed to monitor 
environmental changes which affect the space and adapt 
the device accordingly to take those changes into account 

20 thereby adding a dimension EC to Fig. 3. 

Fig. 4 is a block diagram of the device from which it will 
be se n that the device is under the overall control of 
a microprocessor 10 which is programmed with algorithms 
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for performing calculations associated with the 
transmitted and received signals. The microprocessor may 
incorporate on-chip peripheral devices such as an 
analogue-to-digital converter. The microprocessor 10 has 

5 a clock signal generated internally with a crystal 12, or 
ceramic resonator, the signal being processed by a 
divider 13 to produce, for example, a 40KHz square wave 
for driving a push-pull output stage 14. The push-pull 
output stage drives a transmitter 15 and the 

10 microprocessor 10 controls the divider 13 and the push 
pull driver 14. This allows the transmitter 1 5 to be 
turned off and the output power from the transmitter to 
be reduced by switching from push-pull output stage into 
a single sided driver. 

IS An output signal from the transmitter 15 is directed into 
a space 11 and reflections of the signals are picked up 
by a receiver 16. The output from the receiver 16 will 
normally be only a few millivolts and will require 
substantial amplification before it can be used by the 
20 microprocessor 10. Therefore, an amplifier 17 amplifies 
the signal from the receiver to a suitable voltage level 
for an amplitude de-modulator 18 which produces a DC 
voltage related to an envelope of the 40KHz reflected 
waveform* The output from the de-modulator 18 is passed 
25 directly to the microprocessor 10 and also to a second 
order low pass anti-aliasing filter 19. The cut off 
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frequency for the filter 19 is determined according to 
the maximum sampling rate of an analogue to digital 
converter in the microprocessor 10 and the bandwidth 
required. The gain of the amplifier 17 is controlled by 
5 the microprocessor 10 in addition to varying the 
transmitter output. In that way, the optimum signal can 
be obtained without signification degradation of the 
signal to noise ratio. 

An input /output port 20 is provided in the microprocessor 
10 10 for an alarm 22. A further output port 23 may be 
provided for communication through a line with other 
anti-theft modules in accordance with the invention. 

The receivers of the modules could either be switched on 
together to monitor the complete field over a large 
15 volume or selected receivers could be activated to look 
at specific regions covered by associated transmitters. 
This feature is useful in that it will allow 
comprehensive coverage, say, of a complete vehicle 
irrespective of size and internal configuration. A 

20 vehicle such as a cross-country four-wheel drive type may 
be too large for a single transmitter/receiver 
arrangement to cover the complete interior of the vehicle 
in a satisfactory manner. Two interconnected modules 
could then be useful and could operate s quentially so 

25 that the signal from the transmitter of one module of the 
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system would not interfere in any way with the 
trsmsmitted signal from the other. 

In addition or as an alternative to the line from the 
input/output port 23 providing communication with a 

5 further module of the device, the line could interface 
the device with any other compatible ECO on the vehicle 
for either enhanced performance or on-board diagnostics. 
Alternatively, the line from the input/output port 23 
could be used as a digital switch input or low current 

10 open collector output for switching small loads. 

Onder all modes of operation, the input/output ports 20, 
23 will be protected against damage by misconnections and 
adverse operational conditions. 

The system is driven by a suitable voltage supply which 
15 is controlled by a voltage stabiliser 24. 

In order to improve coverage of the vehicle, a 
multiplexer (not shown) may be arranged between the 
transmitter 15 and receiver 16. Since suitable 
transmitters and receivers are similar in construction 
20 and performance, a microprocessor could be arranged to 
select which transducer will be the receiver or 
transmitter. Since the transducers would not produce 
iden:tical field patterns when transmitting, the coverage 
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of the vehicle interior would be more comprehensive. 
TIME DOMAIN MODE 

When operating in the time domain mode, the transmitter 
15 transmits a short ultrasonic signal into the vehicle 
5 and the signals are reflected from the vehicle interior 
to be picked up by the receiver 115* 

Reference is now made to Fig. 5 where point X corresponds 
to point X indicated in Fig.4. 

From point X incoming signals are applied to a first 
10 filter 30 having a long time constant and a second filter 
32 .which has a considerably shorter time constant. 

The filter 30 is referred to herein as a "reference 
filter" and the filter 32 is herein referred to as the 
"live filter". 

15 The reference filter provides a reference pattern 33 
which gives a long term pattern of the prevailing 
conditions of the vehicle interior. As environmental 
changes such as increases in temperature will have an 
effect on the system and bearing in mind that the 

20 increase in temperature tak s place over a period of 
time, th referenc pattern will gradually change to tak 
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into account such temperature changes. Also, if other 
environmental variations occur, for example a change in 
weather conditions leading to wind blowing over the 
vehicle, the reference filter will take that into 
5 account . 

Therefore, by use of the reference filter, the system 
automatically adjusts itself for long term environmental 
changes . 

The live filter provides a live pattern 34 which changes 
10 rapidly in response to any variation in signals picked up 
by the receiver 16. 

In a steady state condition where there is no intrusion 
in the space, the reference and live patterns 33, 34 will 
correspond to each other and the difference between them 
15 sensed by a subtracter 35 which tends towards zero. 
Where there is a change in the live pattern, a difference 
In output will be sensed by the subtracter 35 and the 
output of the subtracter is then integrated by an 
integrator 36 and passed to an integrator comparator 36a 
20 which receives a threshold level from microprocessor 
software 37. The output from the integrator comparator 
36 is then passed to an integrator output processor 38 
which triggers the alarm 22 when the difference between 
the reference and live patterns is significant. 
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The interior of the vehicle will generally he constructed 
from various mat rials that exhibit different levels of 
absorption and reflection of ultrasonic energy. 
Therefore, the transmitted ultrasonic signals will result 
5 in reflections scattered around the interior of the 
vehicle to provide a unique reflected . pattern for any 
particular set of vehicle conditions. 

Reference is made to Fig. 6 which shows (in upper graph A) 
a burst 39, e.g. 40kHz, of ultrasonic sound. Graph B 

TO shows the amplitude of the simple reflection of the 
ultrasonic burst indicating primary and secondary 
reflections El, E2. The second reflection E2 could be 
produced by the primary reflection E1 after it hals 
travelled arotind the vehicle interior again. For hard 

15 flat surfaces like glass and smooth plastics, the loss of 
ultrasonic energy at the surface will be small whilst 
softer materials such as upholstery and leather will 
result in a greater loss of transmitted ultrasonic 
energy. Therefore, the normal pattern of reflected 

20 energy will be more complex than that shown in Fig. 6 and 
is more likely to be somewhat as shown in Fig. 7. 

In Fig. 7, the complex reflected pattern has several peaks 
each of which will be generated by a pulse 39 reflecting 
off one or more surfaces before it reaches the receiver 
25 16. The amplitude and time spacing of the received 
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reflected signals are depend nt on materials in the 
vehicle and the distance the pulse has to travel. As the 
distance between the transmitter and material from which 
this signal is reflected increases, the interval between 

5 the transmitted and received pulse increases and will 
lead to increased attenuation of the signal. In 
practice, the device can be tuned to detect reflected 
signals which reach the receiver 16 over a particular 
time so that, for example^ a reflected signal reaching 

10 the receiver outside that time setting will be ignored 
for the purposes of analysis. With a narrow transmission 
pulse 39, the corresponding received pulses are found to 
be well defined and of similar widths as apparent from 
Pig.6.'- 

15 If desired, the transmitted pulse width W can be either 
increased or decreased to provide the optimum amplitude 
of received signals and to control the number of 
detectable reflected pulses e.g., as shown in Fig. 6. 
However, if the pulse width is increased excessively, 

20 multiple reflections or echoes may be produced and so for 
optimum operation in the time domain mode, the 
transmission pulse width is selected to give the best 
compromise between the amplitude of the received signals 
and the definition of received signal pulses. 

25 In addition to varying the width of the pulse 39, it has 
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been found that a similar effect on the received signals 
can be achiev d by varying the amplitude of the 
transmitted signal. The transmitted pulse 39 will be 
quickly attenuated as it moves towards and strikes 
5 surfaces. Therefore, a low amplitude transmission may 
result in detectable reflection from low loss surfaces 
only where they are close to the transducers 15, 16. By 
increasing the amplitude of the pulse 39, a better 
coverage of the vehicle interior can be attained and a 

10 greater reflected signal to environmental noise ratio 
achieved. However, excessive increase in transmitted 
pulse amplitude can again result in a less stable 
reflected pattern as one or more of the reflected pulses 
may combine to either reinforce or cancel out the 

15 received reflected signal depending on the phase of the 
transmitted pulse. Therefore, the transmitted pulse is 
controlled so that the amplitude and pulse width are^ 
selected to give the best compromise. 

When the transmitter 15 transmits the pulse 39 into the 
20 vehicle, there will be a certain amount of acoustic 
coupling where the receiver 16 picks up some of the 
ultrasonic signal directly from the transmitter 15 
(acoustic coupling) and there will also be a certain 
amount of mechanical coupling through common mounting 
25 str\icture for the transmitter 15 and receiver 16. The 
signals picked up by the receiver IB due to the acoustic 
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cuid mechanical coupling will normally be receiv d 
fractionally before the reflected signals begin to reach 
the receiver. Therefore, to prevent the effects of 
acoustic and mechanical coupling from distorting the live 
5 pattern 34 generated by reflected signal, it is proposed 
to delay onset of sampling the received signals to give 
time for signals over period M resulting from the 
acoustic and mechanical coupling to attenuate. Such 

timing is illustrated in Fig. 8 where there is a time 
10 delay T from the cessation of the transmitted pulse 39 to 

the start of a sampling period P. The time delay T will 

be calculated by the microprocessor 10. 

Once the initial pulse width, amplitude and period T have 
been set, then the sampling period P can be determined by. 

15 monitoring the received signal for a pre-determined 
period after which the reflected signal substantially 
attenuates. For a rauige of vehicles, the maximum time 
taken for a pulse 39 to be transmitted and reflected from 
primary surfaces e.g. front and rear screens, can be 

20 calculated for determination of the maximum sampling 
period P. 

When the system is initial setting after being switched 
on, the sampling period P can be set to correspond to the 
maximum time calculated for the transmission, reflection 
25 and reception of a pulse in the vehicle. After a 
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reflection pattern has been digitised and stored in the 
system, it may well be possible to reduce the sampling 
period P for a particular vehicle and environment and 
that is achieved by taking the difference between the 
5 last two sampled points x1 , x2 in Fig. 9 in a reflected 
image pattern each time the sampling period is changed 
and tests made, for a change in amplitude resulting in a 
change of gradient in the reference image 33. During the 
period marked S in Fig. 9, there is no gradient change as 

10 the reflections have attenuated. The next pulse 39* is 
then brought forward to test for a gradient change 
between x2 and x3 and so on until during period S' a 
change, in gradient due to a final pattern fluctuation F 
Will be sensed and thel sample period thereby defined. 

15 Thereafter a pulse is transmitted as close as possible to 
the end of the sampling period. By that method, there is 
a minimum amount of what can be term "dead time" between 
the attenuation of pattern fluctuations and the 
transmission of the next pulse 39. 

20 Fig. 10 is a graph of probability P against signal 
intensity I and serves to illustrate the difference 
between possible disturbance conditions e.g. due to 
environmental effects, and conditions where the system is 
either confident or not confident to trigger the alarm. 
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In Fig.10, a curve N1 illustrates distribution of long 
term environmental noise which would be register d by the 
reference filter 30 and the curve N2 represents the 
distribution of noise which leads to the triggering of an 
5 alarm condition and is programmed into the microprocessor 
10. Therefore, the curve N2 is predetermined whilst the 
curve N1 varies depending on environmental changes. 

Where tbe difference between the live and reference 
images 33 and 34 produces a difference which lies within 
10 zone C of curve N2 the system will trigger an alarm 
condition. However, the system is set to provide a 
reference level indicated by zone R providing a low 
confidence zone in which the system may not clearly 
discern between environmental noise and deviation from a 
15 steady state condition due to an intrusion. Where the 
difference between the reference and live- images 33 and 
34 results in a signal falling within zone R, the system 
is arranged to switch over to the frequency domain mode 
to enable the space 11 to be monitored using a different 
20 form of transmitted signal which may then provide 
certainty over whether or not an alarm should be 
triggered. 

p yEOnERCY TIQMAIM MODE 



The fr quency domain uses a continuously transmitted 
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signal of, e.g., ultrasound/ or a burst of e.g., 
ultrasound which is substantially longer than that of a 
pulse used in the time domain mode to set up a field 
within the vehicle interior. 

5 With reference to Figs. 11 to 13, point X in Fig. 11 
corresponds to point X in Fig.4. The signal picked up by 
the receiver 16 passes through a high pass filter 40, 
through an integrator 42 and through an integrator output 
processor 43 to provide a demodulated constant DC level 

10 44 at a steady state condition in the space 11. The DC 
level reflects the amplitude of the signal picked up by 
the receiver 16 and will vary with, for example, 
environmental changes. Preferably, the integrator 42 and 
integrator output processor 43 are the same components as 

15 components 36 and 38 in Fig. 5 so that common components 
are used as far as possible for time frequency domain 
modes. A timing control 41 is provided. 

When the ultrasonic field is disturbed, the amplitude of 
the received signal will be modulated by the changes in 

20 absorption, reflection and dispersion of the ultrasonic 
signal. The frequency content of the de-mbdulated 
received signal will be dependent upon the disturbance of 
the ultrasonic field. For example, low speed movement of 
airv or surfaces within the space will result in low 

25 frequ nci s as shown in graph A2 of Fig. 13 (showing 
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amplitude a against time t graphs) while rapid movements 
will generate higher frequencies as shown in Fig. 13 graph 
A1 . The signals shown in graphs A1 and A2 are rectified 
as shown in graphs B1 and B2 in Fig. 13 and are then 
5 demodulated and integrated to provide a final signal C 
which is compared to a calculated threshold dependent on 
conditions in the space 11 and the difference will be 
used to trigger an alarm where the difference is 
significant. 

10 The size of the disturbance will have an effect on the 
received signals because the reflection patterns which 
are set up in the vehicle will normally be constructed 
from a large number of individual reflected wave fronts. 
The resultant wave at the receiver 16 will change in 

15 amplitude and phase with respect to the transmitter when 
some or all of the wave fronts generated by the 
transmitted signal are disrupted from their normal paths. 

There will be a phase relationship between the received 
signal and transmitted signal which contains similar 
20 information to the amplitude modulated signal as shown in 
Graphs Al or A2. The phase modulated signal can be 
processed in a similar way to provide a measure of any 
disturbance in the space 1 1 . 

Fig. 14 illustrates various frequency domain response 
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curv s which help to show the area in which the frequ ncy 
domain mode can be usefully appli d during operation of 
the device. The curves represent amplitude of the 
received signal d against frequency f . 

5 Curve A illustrates the frequency domain mode spectrum of 
background noise. Curve B shows the spectrum of vehicle 
cooling. Curve C shows the spectrum of a slow movement 
of an arm reaching into and removing a small item from a 
seat of the vehicle and curve D shows the spectrum of 

10 simulated external wind blowing over the vehicle air 
intakes. It can be seen that for slow intruder 
movements, thermal effects and external wind blowing over 
the air intakes of the vehicle, the differences in 
response are relatively small and could easily be 

15 confused with each other. However, curves E, F and 6 
show respectively typical normal movement inside a 
vehicle, normal door opening and closing and what could 
be regarded as normal movement through a vehicle window. 
In the latter case, the movement represents an intruder 

20 reaching in and removing a small item from the seat over 
a total time of approximately 3 seconds* 

Therefore, it can be clearly seen that where conditions 
E, F and G prevail, the frequency domain mode normally 
can. readily distinguish such conditions from both the 
25 background condition and environmental effects. The 
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region between the two sets of curves is well defined in 
Fig. 14- However, with different vehicles^ the 

environmental response may increase in both frequency 
content and amplitude with adverse external conditions. 

5 To extract information from the frequency domain signal r 
it is necessary to filter out the low frequency noises 
where all of the curves lie in close proximity. It is, 
therefore, proposed -to provide a filter 40 having a 
. characteristic curve H as shown in broken lines in 
10 Fig. 14. After filtering the signal from the detector 18, 
the intruder related frequencies can be analysed to 
determine the duration and size of the disturbance and 
compared with background reference levels. Where the 
difference is significant an alarm condition will be 

15 given. 

When the system is disturbed either in the time domain 
mode or the frequency domain mode, the breaking of a 
window in the vehicle or a high intensity impact, may not 
have an effect on the reflected signal sufficiently 
20 significant to take the system to the alarm state. 
Therefore, it is proposed to provide a passive mode 
sensing by disabling the transmitter 15 to allow the 
detection of high frequency impulses generated by, e.g., 
br aking glass. 
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PASSIVE MODE 

For the passive mode, the transmitter 15 is switched off 
completely and the system monitors the receiver 16 for a 
short duration of high amplitude bursts as shown in 
5 Fig. 15 which illustrates the shape of a curve 
representing the sound of breaking glass, as heard by the 
transducer 16, the curve being based on amplitude a 
against time t* 

Reference is made to Fig. 16 in which point X in the 
10 diagram corresponds to point X in Fig.4. 

A signal picked up by the receiver 16 passes through a 
highpass filter 50, through an integrator 52 and an 
integrator output processor and comparator 53 ' which 
processes the input from the integrator 52. Also, the 
15 processor 53 provides an intiegrator re-set signal. 
Preferably, the same circuitry can be used for the time 
domain, frequency domain and passive domain modes of 
operation. 

The impulse generated when the glass is struck may 
20 contain several large transient peaks and that could 
increase the possibility of the passive mode triggering 
a false alarm signal. To overcome this, the output from 
the idetector 18 is filtered by filter 50 to substantially 
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remove the high frequency transient peaks thereby 
providing a smoothed envelope of the impulse. The "output 
is then integrated and compared in the integrator output 
processor/comparator 53 with a simple reference level 
5 programmed into the microprocessor 10 to determine if an 
alarm condition has occurred. The system can be re-set 
after an alarm condition to allow it to re-arm without 
immediately false alarming. 

One strategy for switching between all three modes is as 
10 follows :- 

1. Enable the ultrasonic components of the system. 

2. Enter Passive mode. 

3. If an intrusion is detected with a high degree of 
confidence then raise an alarm and return to step 2. 

15 4. If an intrusion is detected with a low degree of 
confidence then attempt to arm Time Domain mode. 
5. If Time Domain mode is armed and an intrusion is 
detected with a high degree of certainty, then raise 
an alaurm and return to step 2. 
20 6. If Time Domain mode cannot be armed (i.e. is 
unstable) then attempt to arm Frequency Domain mode. 
7. If Frequency Domain mode is armed and an intrusion 
is detected with a high degree of certainty then 
raise an alarm and- return to step 2. 
25 8. If Frequency Domain mode cauinot be armed (i.e. is 
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unstabl ) then enter Passive mode, only raise an 
alarm if an intrusion is det cted in Passive mode 
with a high degree of certainty and do not attempt 
to rearm either of the other modes. 

In the event that a window is left open in the vehicle, 
the interior space 11 of the vehicle can become unstable 
due to movement of air through the space and both the 
time domain and frequency domain modes may not be able to 
operate accurately. That can lead to repeated switching 
between the time domain and frequency domain modes so 
that neither system ca:n sta:bilise. Where a steady state 
condition cannot be achieved after a predetermined time 
programmed into the microprocessor 10, the system will 
switch to the passive mode so that transmission of 
ultrasonic signals from the transmitter 15 ceases. The 
system will then remain in the passive mode so that it 
will detect the sound of breaking glass even though it 
will not operate in the time domain or frequency domain 
mode. This is advantageous over prior art systems which 
rely either on a time domain or frequency domain 
principle where neither system would operate correctly 
during unstable conditions in the vehicle and which could 
prevent the system being correctly armed or could give 
rise to a false indication of intrusion* 

In the event of a window being broken and particularly if 
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falling glass li s behind a shield such as a vehicle 
sheet, the time domain mode may not detect the breaking 
glass although it may well detect a deviation at the live 
filter 34. If the deviation is slight, it will cause the 
5 system to switch into frequency domain mode which should 
sense that a window has been broken as there will be a 
change in air pressure in the vehicle and movement of 
falling glass. 

Whilst specific reference has been made to the system 
10 operating primarily in the time domain mode and then 
switching to the frequency domain mode to provide 
sampling where there is dotibt over whether or not the 
intrusion could give rise to an alarm condition, it 
should be tinderstood that the system could operate 
15 primarily in the frequency domain mode and then switch to 
time domain mode to validate an intrusion. In any event, 
where a first mode switches to a second mode for 
alternative signal sampling, the system will subsequently 
switch back to the initial mode for continued operation. 

20 The system could be adapted such that it provides a two 
mode operation Where in one mode the transmitter 15 
transmits a signal for reflection and reception by the 
receiver 16, and where in the other mode the receiver 
becomes passive to enable breaking glass to be detected. 
25 E.g. the system operates primarily in the frequ ncy 
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domain mode and switches to passive mode* 

The device can be switched remotely from a standby 
condition to an armed condition by using a hand held 
transmitter which emits an ultrasonic or other type of 
5 signal in the electromagnetic spectrum. • 

Instead of using the transmitter 15 to transmit an 
ultrasonic signal it could transmit an alternative 
radiated energy signal. 
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CLAIMS 

1. A device for providing surveillance of a space (11) 
comprising a transmitter (15) and a receiver (16), 
the device being arranged to operate in a f irst mode 
5 in which the transmitter (15) transmits a signal 

into the space (11) which is reflected from a 
surface and picked up by the receiver (16), 
processing means (10) for processing the received 
signal to provide a reference, comparator means (35) 
10 for comparing a change in received signal with the 

reference euxd means (22) for providing an indication 
when a significant change is detected, the device 
also being arranged to operate in a segqnd^ode in 
which the transmitter (15) does not transmit a 
15 signal and in which the receiver (16) picks up a 

different form of signal from the space (11) for 
processing and comparison with a further reference 
such that where there is a change in the received 
signal which exceeds said further reference by a 
20 significant amount an indication will be given, a 

changeover from one mode to the other being effected 
when the said change in the one mode does not 
provide certainty that said indication should be 
given. 
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2. A device according to Claim 1 in which in the first 
mode the transmitter (15) transmits a signal as a 
series of pulses. 

3. A device according to Claim 2 in which the receiver 
5 (16) picks up reflected pulses and the processing 

means (10) produces a reference pattern to which a 
pattern produced by subsequent reflected pulses is 
compared. 

4. A device according to Claim 3 in which the 
10 processing means (10) includes a first element 

surranged to provide a reference pattern (33) which 
remains substantially unaffected by sudden changes 
taking place within the space (11) and a second 
element arranged to provide a pattern (34) which 
15 changes relatively quickly in response to sudden 

changes taking place within the space (11 )« 

5. A device according to Claim 3 or 4 in which the 
subsequent pattern (340 is compared with the 
reference pattern (33) after a time lapse has 

20 occurred from the transmitted pulse, said time lapse 

being sufficient for a directly coupled signal from 
the transmitter (15) to the receiver (16) 
substantially to cease. 
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6. A device for providing surveillance of a space (11) 
comprising a transmitt r (15) for transmitlfing a 
signal as a series of pulses into the space (11), a 
receiver (16) for receiving pulses reflected from a 
5 surface, processing means (10) for processing the 

received signal to provide a reference pattern (33), 
comparator means (35) for comparing the reference 
pattern (33) with a subsequent pattern (34) and 
means (22) for providing an indication when a 
10 significant change between the reference pattern 

(33) and the subsequent pattern (34) is detected, 
the subsequent pattern (34) being compared with the 
reference pattern (33) after a time lapse has 
occurred. from the transmitted pulse, the duration of 
15 the time lapse being automatically variable by the 

device and said time lapse being sufficient for a 
directly coupled signal from the transmitter (15) to 
the receiver (16) substantially to cease. 

7. A device according to any of Claims 3 to 6 in which 
20 the timing between transmitted pulses is selected by 

the device such that a subsequent pulse is 
transmitted after and close to a point at which 
fluctuations forming part of the reference pattern 
(33) produced by reception of the immediately 
25 preceding pulse substantially ceases or at 

predetermined time thereafter. 



a 



A device for providing surveillance of a space (11) 
comprising a transmitter (15) for transmitting a 
signal as a series of pulses into the space (11), a 
receiver (16) for receiving pulses reflected from a 
surface, processing means (10) for processing the 
received signal to provide a reference pattern (33), 
the timing between transmitted pulses being selected 
by the device such that a subsequent pulse is 
transmitted after and close to a point at which 
fluctuations forming part of the reference pattern 
produced by reception of the immediately preceding 
pulse substantially ceases or at a predetermined 
time thereafter. 

A device according to Claim 7 or 8 in which the 
processed signal from the receiver (16) is initially 
monitored by sampling the reflected signal so that 
after each or a selected transmitted pulse a 
comparison of amplitude and pulse position in the 
resulting pattern is made and the time between 
samples can then be brought forward until such a 
time that the comparison detects an amplitude 
variation or gradient change in the pattern 
riBsulting from a pattern fluctuation whereupon the 
time period between the samples is set accordingly. 



wo 93/19385 



PCr/GB93/00S98 



40 

10. A device according to Claim 1 in which in the first 
mode the transmitter (15) is arranged to transmit 
its signal as a continuous signal or a relatively 
long burst of predetermined duration which is 
5 reflected from a surface and picked up by the 

receiver (16) for processing to provide said 
reference as a reference level, said comparator 
means (35) being arranged to compare the received 
and processed signal with said reference level. 

10 11. A device according to any preceding Claim in which 
in the second mode the receiver (16) becomes passive 
to render the device sensitive to a signal resulting 
from the sotmd of breaking or fracturing of brittle 
materials such as glass or high energy impacts on 

15 materials associated with the space (11). 

12. A device according to Claim 11 in which the mode in 
which the receiver (16) becomes passive is 
selectable where in a different mode the device is 
unable to provide certainty that said indication 
20 should be given. 

13.. A device according to any preceding Claim in which 
the device is operable in a third mode in which the 
transmitter (15) is arranged to transmit its signal 
as a continuous signal or a relatively long burst of 
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predetermined duration which is reflected from a 
surface and picked up by the receiver (16) for 
processing to provide said further reference as a 
reference level, said comparator means (35) being 
arranged to compare the received . and processed 
signal with said reference level. 

A device for providing surveillance of a space (11) 
comprising a transmitter (15) and a receiver (16), 
the device being arrauiged to operate in a first mode 
in which the transmitter (15) transmits a continuous 
signal or relatively long burst of a predetermined 
duration into the space which is reflected from a 
surface and picked up by the receiver, processing 
means (10) for processing the received signal to 
provide a reference, comparator means (35) for 
comparing a change in received signal with the 
reference and mesms (22) for providing an indication 
when a significant cheuige is detected, the device 
also being arranged to operate in a second mode in 
which the transmitter (15) transmits a signal as a 
series of pulses which is reflected by a surface and 
picked up by the receiver (16) from the space (11) 
for processing and comparison with a further 
reference such that where there is a change in the 
r ceived signal which xceeds said further reference 
by a significant amount an indication will be given. 
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a changeover from one mode to the other being 
effected when the said change in the one mode* does 
not provide certainty that said indication should be 
given. 

5 15. A device according to Claim 15 in which the device 
is operable in a third mode in which no signal or is 
transmitted by the transmitter (15) and the receiver 
(16) becomes passive to render the device sensitive 
to a signal resulting from the soxind of breaking or 

10 fracturing of brittle materials such as glass or 

high energy impacts on materials associated with the 
space. 

16. A device according to any preceding Claim in which 
a plurality of receivers (16) is provided for 

15 • picking up signals transmitted from one or more 
transmitters (15). 

17. A motor vehicle having a device according to any 
preceding Claim for providing surveillance of a 
space (11) within the vehicle. 

20 18. A method of providing surveillance of a space (11) 
comprising transmitting a signal into the space (11) 
in a first mode for reflection from a surface, 
receiving and processing the reflected signal to 
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provide a reference, comparing a subsequently 
receiv d and processed signal with th reference and 
providing an indication when a significant change is 
detected and where said change does not provide 
certainty that said indication should be given the 
method includes selecting a second mode in which a 
signal is not transmitted^ picking up a different 
form of signal from the space (11) and processing 
that signal to provide a further reference, 
comparing the received and processed signal with the 
further reference and providing an indication where 
the reference is exceeded by a significant amount. 

19. A method according to Claim 18 including 
transmitting the signal as a series of pulses. 

15 20. A method according to Claim 19 including processing 
the received pulseis so as to produce a reference 
pattern (33)^ and comparing the reference pattern 
(33) with patterns (34) generated by subsequent 
reflected pulses. 

20 21. A method according to Claim 20 including processing 
the reflected pulses so as to provide a reference 
pattern (33) which is substantially unaff6ct d by 
sudden changes taking place in the space (11) and to 
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provide a further pattern (34) which changes 
relatively quickly in response to sudden changes 
taking place within the space (11). 

22. A. method according to Claim 20, or 21 including 
5 creating a time lapse from cessation of the 

transmitted pulse to the time when a comparison with 
the reference pattern (33) is made, said time lapse 
being sufficient for a directly coupled signal due 
to transmission substantially to cease. 

A method of providing surveillance of a space (11) 
comprising transmitting a signal into the space (11) 
in a first mode for reflection from a surface, 
receiving and processing the reflected signal, to 
provide a reference pattern (33), processing the 
reference pattern (33) to establish a point at which 
the reflected signal diminishes below a 
predetermined level and transmitting a subsequent 
pulse close to a or at a predetermined time after 
the point at which the reflected signal diminishes 
below the said predetermined level. 



10 23. 



15 



20 



24. A device according to Claim 22 or 23 including 
transmitting a subsequent pulse after and close to 
a point at which fluctuations forming part of the 
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pattern produced by reception of a preceding pulse 
substantially cease or at a predetermined time 
thereafter. 

25. A method of providing survei 1 lance of a space (11) 
5 comprising transmitting a signal into a space (11) 

in a first mode for reflection from a surface, 
receiving and processing the reflected signal, to 
provide a reference pattern (33), and transmitting 
a subsequent pulse after and close to a point at 
10 which fluctuations forming part of the reference 

pattern (33) produced by reception of a preceding 
pulse substantially cease or at a predetermined time 
thereafter. 

26. A method according to Claim 24 or 25 including 
15 sampling the reflected signal after each or a 

selected transmitted pulse, comparing the ampl itude 
and pulse position in the resulting pattern and 
bringing forward the time between samples until the 
comparison detects an amplitude variation or 
20 gradient change resulting from a pattern 

fluctuation, and setting the time period between the 
samples accordingly. 



27. A method according to Claim 18 including 
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transmitting in the first mode a continuous signal 
or a signal comprising a relatively long burst of 
predetermined duration into the space for 
reflection, reception and processing to provide said 
further reference as a reference level , and 
comparing any change in level with said reference 
level » 

28. A method according to Claim 27 including analysing 
the frequency content of the received signal when 
amplitude modulated or phase modulated. 



29. A method according to any preceding Claim including 
operating the device passively whereby the different 
form of received signal will be a signal resulting 
from the sound of breaking or fracturing of brittle 
15 materials such as glass or high energy impacts on 

materials aissociated with the space. 

30. A method according to any preceding Claim including 
operating the device in a third mode, third mode 
operation including transmitting a continuous signal 
20 or a signal comprising a relatively long burst of 

predetermined duration into the space for 
reflection, reception and processing to provide said 
further reference as a reference level and comparing 
■ any change in level with said reference level. 
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A method according to Claim 30 including selecting 
the third mode where the device is unable in a 
different mode to provide certainty that the said 
indication should be given. 

A method of providing surveillance of a space 
comprising transmitting a signal as a series of 
pulses into the space in a first mode for reflection 
from a surface, receiving and processing the 
reflected signal to provide a reference, comparing 
a subsequently received and processed signal with 
the reference and providing an indication when a 
significant change is detected and where said change 
does not provide certainty that said indication 
should be given the method includes selecting a 
second mode, picking up a different form of signal 
from the space and processing that signal to provide 
a further reference, comparing the received and 
processed signal with the further reference and 
providing an indication where the reference is 
exceeded by a signifi cant amount . 

A method according to Claim 32 including operating 
the device in a third mode, third mode operation 
including transmitting no continuous signal or 
signal comprising a relatively long burst of 
predetermined duration and operating the device 
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passively whereby the different form of received 
signal will be a signal resulting from the sound of 
breaking or fracturing of brittle materials such as 
glass or high energy impacts on materials associated 
5 with the space. 

34. A device for providing surveillance of a space (11) 
constructed and arranged substantially as described 
herein with reference to the accompanying drawings. 

35. A method of providing surveillance of a space (11) 
10 substantially as described herein with reference to 

the accompanying drawings. 
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